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1, INTRODUCTION 

The information technology is advancing rapidly in developing new ways of data transfer in an 
easier, faster and more secure manner. Until recently, most of the data shared between different parties was 
stored in a central database which was controlled and facilitated by a central authority. However, there are 
some concerns associated with the centralized systems; the most important one 1s that there is a single point 
of failure as well as trust and transparency issues. The solution to the mentioned concerns is the blockchain 
technology. This technology eliminates the need of central authority by implementing a distributed database 
for storing transaction information which is shared and synchronized among the involved parties using a 
peer-to-peer network [1]. 

Nowadays, various sectors are exploring the utilization of blockchain technology by developing 
applications based on this technology to meet security and transparency criteria. The most common 
application is Bitcoin which 1s a cryptocurrency that enables transferring digital money without the need of a 
middle man. Furthermore, many other blockchain based applications are introduced for a variety of sectors 
such as healthcare, supply chain, governance, etc [2]. 

However, despite having several advantages, the Kurdistan government hasn't yet embraced this 
technology to solve some of the problems. One of the problems is related to the financial sector which 
according to [3] the majority of Kurdistan citizens doesn’t use bank services and aren't involved in e- 
commerce, by using the blockchain and cryptocurrencies this problem can be solved, and it will have a 
positive impact on the economy. The second problem is related to imported retail products in Kurdistan, 
which consumers are concerned about their origins, shipping and storage conditions, However, implementing 
a blockchain based system of supply chain will increase consumer's trust and have a better impact on their 
health [4-5]. Another problem is that citizens have lost faith in the government elections because of 
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transparency issues [6], therefore, implementing a blockchain based e-voting system in Kurdistan will 
increase voters’ participation rate as the votes will be immutable. 

In this paper, we focus on three sectors in Kurdistan which may benefit from the blockchain 
technology by exploring their opportunities and challenges. The rest of the paper is organized as follows. 
Section 2 provides the basic concepts of the blockchain technology, blockchain types and components. 
Section 3 discusses the various applications of blockchain and their opportunities and challenges in 
Kurdistan. Section 4 presents the results and discussions. Finally, conclusion in 1s provided in section 5. 


2. LITERATURE REVIEW 
2.1. The Concept of Blockchain 

Blockchain Technology was first outlined by a group of researchers in 1991. Blockchain is defined 
as a chain of blocks which store transaction information over a network of computers called nodes. All the 
nodes contain the same transactions history which makes the blockchain a decentralized system as there is no 
central point of control [7]. In traditional systems, there is a central database which stores the data and is 
managed by a centralized authentication system [8]. On the other hand, the blockchain is managed by a peer- 
to-peer network and the data is stored in a distributed ledger. The ledger consists of a chain of blocks which 
are encrypted and linked to each other using hash as in Figure | [9]. New blocks are validated and confirmed 
through consensus on the network and added to the ledger. The consensus mechanism ensures integrity and 
consistency of the blockchain. Once the blocks are added, they cannot be altered without altering the 
subsequent blocks, because tampering a block will cause an error in the previous block and so on [7, 10]. For 
this reason, the blockchain is considered a secure system as it is nearly impossible to tamper its ledger [9]. 
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Figure 1. Blockchain Structure 


In addition to the decentralization and distributed ledger characteristics, the blockchain technology 
has several other characteristics which are combined and presented in Figure 2 [11]. 





Figure 2. Blockchain Characteristics 
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2.2. Blockchain Components 
In general, the blockchain consists of four core components regardless of the blockchain type and 
application as shown in Figure 3 [1-2]. 





Figure 3. Blockchain Components 


2.2.1. Transactions 

Transactions are the smallest building blocks of the blockchain technology. They can hold data 
which are transferred between blockchain nodes on a peer-to-peer basis. As arule, transactions are created by 
the sender and propagated to the network, later on, blockchain network nodes validate and gather them in 
blocks which are finally added to the ledger [1-2]. Figure 4 [12] shows the transactions inside the blocks. 
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Figure 4. Blockchain Transactions and Blocks 


2.2.2. Ledger 

Ledger is a database which stores the transactions. The ledger is shared, replicated and synchronized 
among the nodes of the blockchain network. Furthermore, the ledger is updated when the nodes of the 
blockchain network agree on the updates using consensus mechanism [1-2, 7]. 


2.2.3. Consensus Mechanism 

Since there 1s no central party to take decisions and regulate data sharing between the nodes, 
therefore a mechanism is needed to make decisions in order to keep track of the transactions and maintain the 
state and consistency of the blocks. This mechanism is called consensus, where blocks are added to the 
blockchain only when the majority of the nodes agree. Moreover, using consensus mechanism the blockchain 
ensures that there is only one single history of the blocks in the ledger [1-2]. 
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2.2.4. Cryptography 

This component is necessary to preserve the privacy and security of the blockchain. It is primarily 
used for two purposes; first, securing the identity of the sender by using public, private keys and 
cryptographic digital signatures. Second, ensuring that the previous records of the ledger are immutable by 
using hash function to encrypt the new block and connect it to previous blocks; therefore, altering any block 
can't be done without altering subsequent blocks too [1-2, 13]. 


2.3. Blockchain Types 
Generally, there are three main types of blockchain, public, private and consortium [1]. 


2.3.1. Public Blockchain 

As the name implies it can be accessed by anyone who has internet. Users can perform transactions 
and audit the blockchain with no restrictions. This type of blockchain is transparent and is not controlled by 
any organization. An example of this type is the Bitcoin blockchain which is available to all the participants 
with no restrictions [1-2, 14]. 


2.3.2. Private Blockchain 

This type of blockchain can be used to share data among the users within the same organization or 
multiple organizations. Unlike the public blockchain, the private blockchain users are required to gain 
permission to access the network which is typically done through an invitation to join. An example of the 
private blockchain would be a file distribution network [1-2, 14]. 


2.3.3. Consortium Blockchain 

This type of blockchain is partially private and partially public. Unlike public blockchain only 
specific nodes are permitted to validate the transactions. An example of consortium blockchain would be 
some of the cryptocurrencies now in use such as Ripple [1-2, 14]. 


3. BLOCKCHAIN APPLICATIONS AND CHALLENGES 

Generally speaking, the most popular application of blockchain is the Bitcoin. The Bitcoin is 
decentralized digital money invented by Satoshi Nakamoto in 2009 based on the blockchain technology. 
However, there are several other applications and use cases of the blockchain in a variety of sectors. The 
following describes some of the blockchain applications, and their opportunities and challenges 
in Kurdistan [2, 7, 15]. 


3.1. Financial Applications 

Nowadays, there are a many cryptocurrencies based on blockchain such as Bitcoin, Ethereum and 
Ripple. The idea of using blockchain in the financial applications is to create digital money that is not 
controlled by governments and third-party institutions. Bitcoin for instance has no central authority and uses 
a public distributed ledger to record transactions [16-18]. 

Traditional currencies are controlled by governments and all transactions are recorded and 
authorized by centralized third parties like banks [7]. On the other hand, Bitcoin and other cryptocurrencies’ 
transactions and payments can be made directly without the need of centralized third party or middle men; 
instead it uses mining process to endorse Bitcoin transactions as shown in Figure 5 [15, 19]. 





Figure 5. Bitcoin Application 
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There are many benefits of using Bitcoin and other cryptocurrencies in financial transactions. One 
of them is the elimination of unnecessary fees which are paid to the middle men, for instance, international 
money transfers could be achieved with a lower cost as well as the processing time is faster compared to the 
traditional currencies [7]. Another advantage 1s the availability and security of the blockchain network [20]. 

Moreover, according to [21] there are several countries considering creating their own 
cryptocurrency such as Russia, Iran and Venezuela. The adoption of blockchain for financial services may 
have positive effects on the economy in Kurdistan as well, where it is estimated that less than 10% of its 
adults have bank accounts. In other words, the vast majority of Kurdistan citizens doesn’t use bank services 
and aren't involved in e-commerce [3]. For this reason, blockchain and cryptocurrencies can be a good 
solution, as people will simply need access to the internet and a software wallet to perform their financial 
transactions which will lead to a boost in the economy of Kurdistan. However, there are some challenges 
facing this potential, firstly, the lack of digital literacy among the citizens, secondly, price fluctuation of 
cryptocurrencies, thirdly, the need for regulations of cryptocurrencies and finally, security concerns 
associated with digital money. 


3.2. Governance 

Blockchain has a huge potential in providing government services in a secure and transparent way. 
Many governments have taken initiatives in implementing the blockchain in various sectors [2]. One of the 
applications that attracts the governments is E-Voting. Implementing a voting system based on the 
blockchain technology will make the voting process faster, easier, cheaper, secure and transparent. Since the 
blockchain records can't be altered easily, the votes will be recorded accurately without any possibility of 
votes modifications. Moreover, blockchain based E-Voting has already been implemented and tested 
successfully in several countries around the globe [22-23]. 

According to [6] there was a low turnout among the voters in the last parliamentary elections in 
2018 and there is a continuous decline in turnout since the first elections in 1992. There could be many 
factors of the low turnout most importantly is transparency concerns. Therefore, implementing a blockchain 
based e-voting system in Kurdistan may increase voters’ participation rate because with such an application, 
citizens can track their votes and ensure that they are counted for whom they voted for. In addition, this 
system will save money for the government and make the voting process easier. However, the most important 
challenge for implementing blockchain based systems for governance might be regulation and 
political issues. 


3.3. Supply Chain 

Typically, consumers are concerned about the quality and safety of the products they buy such as 
food and medications. Therefore, it is important to have an application or a method for this purpose to ensure 
consumers’ satisfaction. Currently, there are traditional methods which lack transparency and accuracy. 
Whereas, Blockchain provides a perfect solution to problems related to the quality and safety of products by 
tracing them from the source until they reach the consumers. Since the blockchain network 1s not owned and 
controlled by a single entity, the data records will be more trustworthy and immutable [4-5]. Moreover, 
integrating the blockchain with the Internet of things (loT) devices will further improve the tracking process 
because the IoT devices can update status and record details without the need of manual intervention [2, 24]. 

Nowadays, most of the food and retail products in Kurdistan are imported from other countries. 
Consumers are always concerned about the origins of the products, shipping and storage conditions. 
Implementing a blockchain based system for the food industry in Kurdistan will help the consumers in 
tracing the source of the products and their storage conditions before deciding to buy them. In fact, such a 
system will eliminate the lack of traceability and transparency; hence, it will have a positive effect on 
consumers’ health and satisfaction. However, there are many challenges involved, most importantly; there 
are many contributors, such as producers, shippers and resellers which all have to agree to participate in order 
for the system to succeed. 


4. RESULTS AND DISCUSSION 

The study reveals that there is huge potential for the blockchain technology in different sectors in 
Kurdistan such as financial, governance and supply chain. In the financial sector it will help engage more 
citizens in the e-commerce. Another sector is the Governance, the blockchain will increase citizens trust. 
Finally, using the blockchain in supply chain will have a positive impact on consumers health and 
convenience. However, there are some challenges facing blockchain applications in each sector such as the 
lack of digital literacy among the citizens, the need for regulations and data security issues. 
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5. CONCLUSION 

Blockchain is a revolutionary technology which enables data transaction using a decentralized 
structure and a distributed database eliminating the need for a central authority. Hence, various sectors can 
adopt blockchain and benefit from this technology. However, embracing this technology doesn't come 
without obstacles and challenges. Future research is needed to come up with novel solutions to overcome the 
discussed difficulties and challenges in implementing blockchain applications in Kurdistan. 
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